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Abstract

High-quality open-source datasets have emerged as a piv-
otal catalyst driving the swift advancement of deep learn-
ing, while facing the looming threat of potential exploita-
tion. Protecting these datasets is of paramount importance
for the interests of their owners. The verification of dataset
ownership has evolved into a crucial approach in this do-
main; however, existing verification techniques are predom-
inantly tailored to supervised models and contrastive pre-
trained models, rendering them ill-suited for direct appli-
cation to the increasingly prevalent masked models. In this
work, we introduce the inaugural methodology addressing
this critical, yet unresolved challenge, termed Dataset Own-
ership Verification for Masked Modeling (DOV4MM). The
central objective is to ascertain whether a suspicious black-
box model has been pre-trained on a particular unlabeled
dataset, thereby assisting dataset owners in safeguarding
their rights. DOV4AMM is grounded in our empirical ob-
servation that when a model is pre-trained on the target
dataset, the difficulty of reconstructing masked informa-
tion within the embedding space exhibits a marked contrast
to models not pre-trained on that dataset. We validated
the efficacy of DOVAMM through ten masked image mod-
els on ImageNet-1K and four masked language models on
WikiText-103. The results demonstrate that DOV4AMM re-
Jjects the null hypothesis, with a p-value considerably below
0.05, surpassing all prior approaches.

1. Introduction

High-quality open-source datasets [11, 26] are the corner-
stone of breakthroughs in the field of deep learning, pro-
viding valuable resources for researchers and developers
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Figure 1. The overview of DOV4MM'’s motivation. In the embed-
ding space of pre-trained masked models, the reconstruction diffi-
culty of masked information for seen samples in the pre-training
phase is lower than that for unseen samples.

worldwide and driving rapid technological progress. Many
open-source datasets are explicitly designated for academic
use only, with restrictions against unauthorized commercial
exploitation. Yet, as the value of data continues to surge,
these datasets increasingly face the threat of misuse. To
preserve the legitimate rights of data proprietors and thwart
malicious theft or exploitation, it is imperative to secure the
integrity and usage rights of open-source datasets.
Recently, dataset ownership verification (DOV) [17, 18,
30, 31, 51] has emerged as a defense mechanism to pre-
vent dataset misuse, aiming to protect datasets from being
stolen. This technique helps defenders, i.e., dataset own-
ers, detect whether a suspicious black-box model has been
trained on their dataset, thus determining if their rights have



been infringed. However, most existing DOV methods are
designed for supervised learning models [17, 18, 30, 31],
where verification relies on the relationship between data
points and decision boundaries. Furthermore, these meth-
ods [17, 30, 31] are heavily reliant on backdoor watermarks.
Specifically, models trained on watermarked datasets are
embedded with a pre-designed backdoor, allowing defend-
ers to verify dataset ownership by activating the backdoor.
However, this strategy not only compromises model per-
formance but also renders the model susceptible to water-
mark removal techniques [20, 35, 46, 48, 55]. To over-
come these two challenges, [52] introduced a new DOV
technique for contrastive pre-trained models that does not
rely on backdoor watermarks, where verification relies on
the contrastive relationship gap in the embedding space.
Nonetheless, due to the significant differences between the
proxy tasks of masked modeling [22, 57] and contrastive
learning [5, 7], the representations of pre-trained masked
models are harder to distinguish [58], leading to less no-
ticeable contrastive relationship gaps in their representa-
tions. As a result, the method in [52] is ineffective for
pre-trained masked models, which are widely used in both
computer vision [1, 22, 57] and natural language process-
ing [12, 27, 34].

In this work, we introduce the pioneering DOV method,
termed DOV4MM, designed specifically for pre-trained
masked models, to address this important yet unexplored
challenge. Notably, DOV4MM operates without relying
on backdoor watermarks. It assists defenders in verify-
ing whether a suspicious model has been pre-trained on
their public datasets. DOV4MM concentrates on the black-
box scenario, wherein defenders lack any insight into the
model’s pre-training configurations (e.g., loss functions and
model architecture) and can only interact with the model via
Encoder-as-a-Service (EaaS) [36, 43]. It means that defend-
ers can only retrieve feature vectors through the model’s
APIL. DOV4MM is grounded in an empirical observation, as
depicted in Fig. 1. In the embedding space of the pre-trained
masked model, the difficulty of reconstructing masked in-
formation from seen samples during the pre-training phase
is markedly lower than that for unseen samples.

We propose the concept relative embedding reconstruc-
tion difficulty based on this observation. The defenders can
exploit the difference of relative embedding reconstruction
difficulty between seen and unseen samples in the suspi-
cious model, thereby determining whether the suspicious
model has been pre-trained on their data. More specifi-
cally, as illustrated in Fig. 2, DOV4MM comprises three key
steps: (1) Randomly partitioning the public dataset into two
disjoint subsets, namely the training dataset and the valida-
tion dataset. The decoder is then trained using the training
dataset, enabling it to reconstruct masked information in the
embedding space; (2) Employing the decoder to compute
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the embedding reconstruction difficulties of the suspicious
model for the training dataset, the validation dataset, and
a private dataset (undisclosed to the defender) respectively.
These difficulties are then used to calculate the relative em-
bedding reconstruction difficulty; (3) Conducting a one-
tailed pairwise t-test [23] on the relative embedding recon-
struction difficulty between the validation dataset and the
private dataset, to determine whether the suspicious model
has been pre-trained on the defender’s public dataset.

In summary, this paper presents three key contributions:
(1) We observe that when a model is pre-trained on a spe-
cific target dataset, the difficulty of reconstructing masked
information in the embedding space shows significant dis-
crepancies when compared to a model not pre-trained on
that dataset; (2) We introduce the concept of relative em-
bedding reconstruction difficulty and propose a novel DOV
technique, DOV4MM. To the best of our knowledge, this
is the first DOV technique tailored for pre-trained masked
models; (3) Extensive experiments validate that DOV4MM
effectively rejects the null hypothesis, with a p-value signif-
icantly below 0.05, surpassing all previous methodologies.

2. Related Work
2.1. Data Protection

Dataset ownership verification. Dataset ownership ver-
ification is an emerging field in data security. Typi-
cally, it involves embedding watermarks into the original
dataset [17, 18, 30, 31, 47]. Models trained on the wa-
termarked dataset will be implanted a pre-designed back-
door, allowing defenders to verify dataset ownership simply
by triggering it. However, these DOV methods primarily
target supervised models, which makes it unable to adapt
to the increasingly popular self-supervised models [1, 5—
7, 22, 57]. Recently, backdoor attack methods targeting
self-supervised models have been emerging [3, 28, 42, 54],
and they are expected to become reliable DOV techniques
for self-supervised models. However, like previous back-
door watermarking methods [17, 30, 31], they require al-
tering the original dataset’s distribution to inject water-
marks, which makes it susceptible to various watermark
removal mechanisms [20, 35, 46, 48, 55]. A new DOV
technique [52] is proposed for contrastive pre-trained mod-
els, which does not rely on backdoor watermarks. How-
ever, due to the differing proxy tasks of masked model-
ing and contrastive learning, the representations learned
by pre-trained masked models are more difficult to distin-
guish [58]. Therefore, [52] cannot be applied to pre-trained
masked models directly. To fill this gap, we propose a
DOV technique for pre-trained masked models, which also
demonstrates that for these models, dataset can be effec-
tively protected without relying on backdoor watermark.

Dataset inference. Dataset inference [39] is a state-of-the-



art defense approach for preventing model stealing [43].
The latest dataset inference method [14] has expanded its
application to self-supervised learning. The intuition behind
it is that the log-likelihood of an encoder’s output represen-
tations is higher on the victim’s training data than on test
data if it is stolen from the victim. Although it’s aimed at
encoder theft, it can also be directly used for DOV. How-
ever, it requires inferring the entire dataset to model the
features of all data. It is prohibitively time-consuming for
large datasets, such as ImageNet-1K [11]. In contrast, our
method achieves accurate verification using only a small
fraction of the dataset. For example, we use only 3% of
all training data for accurate verification on ImageNet-1K,
which significantly reduces computational cost.

Membership inference. Membership inference [4, 9, 44,
59] endeavors to determine whether an input was part of
the model’s training dataset. At present, PartCrop [59] is
a powerful methodology designed for membership infer-
ence on visual self-supervised encoder, which takes advan-
tage of the shared part-aware capability among models and
stronger part response on the training data. However, it di-
rectly relies on the entire high-dimensional representation
for membership inference, which contains a large amount
of redundant information. In contrast, our method extracts
the most critical information for verification from the repre-
sentations, namely relative embedding reconstruction diffi-
culty, achieving effective verification.

2.2. Masked Modeling

Masked modeling [12, 22, 34, 50] is a self-supervised learn-
ing technique which encourages the model to learn use-
ful representations from the unmasked portions of the data.
The pre-trained model is applicable to a variety of down-
stream tasks. Masked modeling techniques originated and
developed in natural language processing [10, 12, 34]. Due
to performance limitations, in the early stages of com-
puter vision, masked modeling had a minimal impact com-
pared to contrastive learning [5, 7]. However, once vision
Transformers [13, 38] surpassed convolutional neural net-
works [21, 45] in performance, masked modeling has re-
gained attention as an effective pre-training method for vi-
sion Transformers [29], making it one of the mainstream vi-
sual self-supervised paradigms alongside contrastive learn-
ing. DOV4MM is focused on safeguarding the unlabeled
datasets used in pre-trained masked models, ensuring that
they are not misused by suspects, thereby securing and fos-
tering the healthy advancement of this field.

3. Method

3.1. Problem Formulation

In this study, we focus on the dataset ownership verification
problem in black-box scenarios, where two key players are
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involved: the defender and the suspect. The defender, as-
suming the role of the dataset provider, endeavors to ascer-
tain whether the suspicious model, M, has been unlawfully
pre-trained on his public dataset D,,;.

My can be classified as either illegal or legal based on
its training datasets: (1) Illegal: M, is pre-trained on the
data from D,,,;, indicating the occurrence of dataset mis-
appropriation; (2) Legal: My is pre-trained on an unrelated
dataset outside the scope of D,,,;,, indicating the innocence
of the suspect. More specifically, for a black-box suspect
model, the defender’s objective is to determine whether it is
illegal or legal based solely on the feature vectors it outputs.

3.2. Relative Embedding Reconstruction Difficulty

3.2.1. Observations and Definitions

In masked modeling, a key training objective is to hide a
portion of the input data (such as patches of an image or
words in a text) and train the model to predict the missing
parts, thereby learning the underlying structure and useful
representations of the data. This training approach lever-
ages the memory capabilities of neural networks, encourag-
ing the model to retain features of the training data. There-
fore, we derive the following important insights:

Observation 1. In the embedding space of pre-trained
masked models, the reconstruction difficulty of masked in-
formation for seen samples during pre-training is lower
than unseen samples.

We characterize the reconstruction difficulty of masked
information in the embedding space as the model’s embed-
ding reconstruction difficulty. The definition of embedding
reconstruction difficulty is as follows:

Definition 1 (Embedding Reconstruction Difficulty).
Given a pre-trained masked model M : R™ — R™ and
a dataset D = {a:z}yjl, where m is the dimension of the
input space (e.g., for an image input, m = C x W x H),
n is the dimension of the embedding space, and |D| is the
number of samples in D. The embedding reconstruction dif-

ficulty of M on D is defined as:

R = {Ri(D*,M)|k € [1, K], D" € D} 1)
K is the iterations of sampling, DF is the subset obtained
by random sampling from D in the k-th iteration, and
Ry = ﬁ Z‘ZZT R; is the average embedding reconstruc-
tion difficulty of M over all samples in DF.

Given that the difference in embedding reconstruction
difficulty between seen and unseen samples during the pre-
training phase may not be significant (even though the for-
mer is lower than the latter), especially when the reconstruc-
tion difficulty for both is relatively high, we introduce the
relative embedding reconstruction difficulty, a metric that
can aid defenders in discerning whether the queried model
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Figure 2. The overview of DOV4MM (best viewed under color conditions).

has been pre-trained on their dataset. The definition of rela-
tive embedding reconstruction difficulty is as follows:

Definition 2 (Relative Embedding Reconstruction Diffi-
culty). Given the embedding reconstruction difficulties R
and R’ of a pre-trained masked model M on datasets D
and D', respectively, the relative embedding reconstruction
difficulty of model M on dataset D', with D as the standard,
is defined as:

AR = {R;, — Ri|k € [I,K],R, e R, R, € R'} (2)

K is the iterations of sampling, same as in Eq. (1), Ry, and
R}, are the k-th elements of R and R’ respectively.

3.2.2. The Calculation of AR

To compute AR, we first calculate the embedding recon-
struction difficulty of the pre-training masked model M on
a single sample . To this end, we introduce two masks ¢
and f, along with a decoder M.
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t € {0,1}™ is a random mask in input space R", where
the positions corresponding to 0 are masked, and the posi-
tions corresponding to 1 are retained. £ € {0,1}" is the
mask in embedding space R™ that corresponds to £. Such
as, for an image, ¢t masks certain patches in it, while t masks
the tokens corresponding to the patches masked by ¢.

M, : R™ — R" is a decoder that can reconstruct the
missing information in the embedding space R™. It uses the
output embeddings from the pre-training masked model M
for embedding reconstruction training. Note that M, cor-
responds one-to-one with M. Specifically, a decoder My
trained based on M can effectively reconstruct the masked
embeddings of A, but this may not hold for other pre-
training masked models.

We use the above ¢, f, and M to compute the embedding



reconstruction difficulty R of M on a sample x, as follows:

|[Ma(er) —e] ©(1—¢

s
= 3)
1],

R(z,t,t, M, My) =

where © is the element-wise multiplication, e = M(x),
et = M(x©t),| |1 and || - ||2 are the L1 norm and
L2 norm respectively. e and e, represent the embeddings
obtained from the original sample « and the masked sam-
ple  ® t after inputting them into the pre-training masked
model M, respectively. In addition, for the reconstruction
difficulty of the entire embedding M (e;) — e, we only con-
sider the reconstruction difficulty at the masked positions
1 — ¢ when computing R, as it reflects the reconstruction
difficulty of the missing information. Based on the embed-
ding reconstruction difficulty R on a single sample, we can
further calculate R and AR using Eq. (1) and Eq. (2).

3.3. The Proposed DOV4MM

We propose a method called DOV4AMM to verify dataset
ownership by relative embedding reconstruction difficulty,
as shown in Fig. 2, which comprises three key steps:

(1) Splitting Dataset & Training a Decoder: Ran-
domly split the public dataset D,,,;, the dataset that needs
to be protected, into two subsets, referred to as the train-
ing dataset D; and the validation dataset D,,. Then use the
suspicious model M and D; to train a decoder M,, whose
training objective is to reconstruct the embedding informa-
tion lost due to the mask ¢;

(2) Computing Relative Difficulty: Perform K sam-
plings on D;, D,, and Dy, (a defender’s private dataset
which isn’t publicly available, and M, has not been pre-
trained on it), with IV samples per sampling. Based on these
samples, use Eq. (1) and Eq. (3) to obtain the embedding
reconstruction difficulties R4, R, and R, for the suspi-
cious model M on these three datasets. Then, according to
Eq. (2), with D, as the standard, calculate AR,; using R;
and R,, and calculate AR, using R; and Rp;

(3) Hypothesis Testing: Conduct a one-sided pair-wise
t-test [23] on AR, and AR:. The null hypothesis, Hy,
posits that the mean difference between the paired samples
in AR,; and AR,; is less than or equal to 0, while the
alternative hypothesis, denoted as H, posits that the mean
difference between the paired samples in AR, and AR,
is greater than 0.

If the p-value is less than 0.05, we can reject the null
hypothesis and conclude that the mean difference between
the paired samples in AR ,; and AR, is greater than 0, i.e.,
the suspicious model M is very likely to have been pre-
trained on the public dataset D,,,,;,. Therefore, we can infer
that M is illegal and Dy, has been stolen. On the other
hand, if the null hypothesis can’t be rejected, we think that
the mean difference between the paired samples in AR,
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and AR, is less than or equal to 0, which implies M is
legal and the suspect is innocent.

4. Experiments

Here, we present the results of DOV4AMM on ImageNet-
1K [11] and WikiText-103 [40], ablation experiments, and
interference resistance analysis. More details and results
(hypothesis testing, visualizations, efficiency analysis, etc)
can be found in the supplementary materials.

4.1. Experimental Setup

Datasets and models. We assess the performance of the
proposed DOV4AMM with ImageNet-1K [11] and its sub-
sets, including ImageNet-50 and ImageNet-100. ImageNet-
50 is a randomly selected subset of ImageNet-1K, encom-
passing 50 categories and 63,323 color images. In the
same way, ImageNet-100 is also a randomly chosen subset
of ImageNet-1K, consisting of 100 categories and 126,532
color images. We conducted the following two main exper-
iments using these datasets:

Experiments on ImageNet-1K subsets. The pre-training
dataset of the suspicious model My is a ImageNet-1K sub-
set (ImageNet-50 or ImageNet-100). D, is one of the
following: the subset of ImageNet-1K (M,’s pre-training
dataset), Food101 [2], COCO [32], or Places365 [56].
The architecture of M, includes ViT-B/16 [13] and ViT-
L/16 [13], and the masked modeling methods include
MAE [22], CAE [8] and iBOT [57].

Experiments on ImageNet-1K. The pre-training dataset of
the suspicious model M, is ImageNet-1K. D,,,; is one of
the following: ImageNet-1K (M,’s pre-training dataset),
Food101 [2], COCO [32], or Places365 [56]. The archi-
tecture of the suspicious model M includes four architec-
tures (ViT-B/16, ViT-L/16, Swin-B [38], Swin-L [38]) and
ten masked modeling methods (MAE, CAE, iBOT, Sim-
MIM [53], MaskFeat [50], PixMIM [37], BEiT [1], BEiT
v2 [41], MixMAE [33] and EVA [15]). Note that the pre-
trained models in this experiment are sourced from their of-
ficial repositories or MMSelfSup'.

When D,,,;, the defender’s dataset, is the same as the
pre-training dataset of the suspicious model M, M is
deemed illegal; otherwise, M is deemed legal. In all ex-
periments, M is pre-trained using the default settings of
each self-supervised method, with 400 epochs and a batch
size of 64. The parameter settings for DOV4MM are fixed.
Specifically, for convenience, we set D), as the testing set
of Dyyp. Dy consists of 20,000 randomly selected samples
from Dpyp, and D, contains the remaining samples from
Dpup- The iterations of sampling K = 30, with N = 1,024
samples per iteration. The mask strategy for ¢ is random

https://mmselfsup . readthedocs . io/en/ latest /
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Figure 3. Results of four methods on ImageNet-50 (the first line) and ImageNet-100 (the second line). The pre-training dataset of the
suspicious model is ImageNet-50 and ImageNet-100 in two cases respectively. Each pattern represents a suspicious model pre-trained
using a specific architecture, masked modeling method, and dataset. “MAE-ViT-B/16” represents ViT-B/16 pre-trained using MAE, and
the rest follows similarly. On the x-axis, “IN-50" and “IN-100" represent ImageNet-50 and ImageNet-100, respectively. Additionally, the
terms “Illegal/Legal” in parentheses on the x-axis indicate the type of the suspicious model in each scenario. We consider illegal/legal
models as positive/negative cases and classify each situation based on p-value.

masking, with a masking rate of 75%. The decoder is a
Transformer [49] with an embedding dimension of 512, 8
layers, and 16 heads in the multi-head attention mechanism,
which is trained for 50 epochs with a batch size of 64, a
learning rate of le-3, and the Adam optimizer [25]. More
details are provided in the supplementary materials.

Evaluation metrics. We classify the suspicious model M
as either illegal or legal based on the p-value. Specifically,
when p is less than 0.05, we consider that M has been
pre-trained on D,,,;, and is illegal; when p is greater than
0.05, M is considered legal. Given that this is a classifica-
tion task, except for the p-value, we also use the sensitivity,
specificity and AUROC as the evaluation metrics. Sensi-
tivity is the proportion of correctly predicted positive cases
among all actual positive samples, and specificity is the pro-
portion of correctly predicted negative cases among all ac-
tual negative samples. They reflect the ability to identify
positive and negative samples, respectively.

4.2. Baselines

DI4SSL [14]: DI4SSL is the most recent method for dataset
inference targeting self-supervised models. It can also be
applied to dataset ownership verification directly.

CTRL [28]: CTRL is one of the state-of-the-art backdoor
attacks targeting self-supervised models, which can be used
for dataset ownership verification through backdoor water-
marking. Specifically,we inject the the CTRL trigger as wa-
termark into a small subset of the public dataset. During
the verification phase, if the representations of the water-

marked images are more similar to each other than those of
the non-watermarked images, we can conclude that Mg was
pre-trained using the public dataset.

PartCrop [59]: PartCrop is the latest member inference
method for self-supervised models. We make slight mod-
ifications to make it applicable for DOV. Specifically, we
crop certain parts of objects in both the training and testing
images to query their similarity in the embedding space. If
higher similarity is observed in the training images, we con-
clude M, has been pre-trained on Dy,

4.3. Results on ImageNet

Results on ImageNet-1K subsets. Our approach is proven
effective as illustrated in Fig. 3 (refer to supplementary ma-
terial for specific p-values), which display the experimen-
tal results of baselines and DOV4MM on ImageNet-50 and
ImageNet-100. Note that when D,,,;, is ImageNet-50 or
ImageNet-100, which implies the suspect is illegal (the pre-
training dataset of the suspicious model M is ImageNet-
50 and ImageNet-100 in two cases respectively), and p-
values should be less than 0.05. However, when D,,; is
Food101, COCO or Places365, the suspect is deemed legal,
so p-values should be greater than 0.05.

As shown in Tab. I, we calculate sensitivity, speci-
ficity and AUROC based on the results in Fig. 3, which
demonstrates the superiority of DOV4AMM quantitatively.
All baselines struggle to accurately distinguish the legal-
ity of various scenarios. For DI4SSL and PartCrop, they
directly validate high-dimensional representations, while
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Dataset Method  Sensitivity Specificity AUROC
DI4SSL  0.00 1.00 0.50
CTRL 1.00 0.00 0.50
ImageNet-50 . iCrop 0,00 0.22 0.39
DOV4AMM  1.00 1.00 1.00
DI4SSL  0.00 1.00 0.50
CTRL 1.00 0.00 0.50
ImageNet-100 o Wcrop 0,00 0.28 0.36
DOVAMM 1.0 1.00 1.00

Table 1. Sensitivity, specificity, and AUROC of four methods on
ImageNet-50 and ImageNet-100. Bold represents the best results.
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Figure 4. The results on WikiText-103 subsets. M is pre-trained
on WikiText-103-50k (left) and WikiText-103-100k (right) respec-
tively. On the x-axis, “Wiki-50k” and “Wiki-100k” represent
WikiText-103-50k and WikiText-103-100k, respectively. The re-
maining identifiers are the same as those in Fig. 3.

DOV4MM validates the most valuable relative embed-
ding reconstruction difficulty extracted from the represen-
tations. CTRL’s failure occurs because backdoor water-
marks are usually fixed patterns (e.g., fixed-frequency noise
for CTRL), designed to ensure the backdoor is successfully
embedded into the model. Compared to benign images,
the model generates more similar representations for water-
marked images, even if the model is pre-trained on a non-
watermarked dataset. In contrast, DOV4MM does not rely
on backdoor watermarks, thus avoiding this risk.

Results on ImageNet-1K. We evaluated DOV4AMM on
ImageNet-1K using ten different masked image model-
ing (MIM) methods. Note that in this experiment, the
pre-training dataset of M, is ImageNet-1K, and their pre-
trained weight come from the official repository or MM-
SelfSup. The results of DOV4AMM are shown in Tab. 2,
which demonstrate that even if M is pre-trained on a
large-scale dataset like ImageNet-1K, we can still correctly
identify malicious behavior, even when using only 3% of
ImageNet-1K data for dataset ownership verification.

4.4. Ablation Studies

The suspicious model M used in all ablation experiments is
pre-trained on ImageNet-1K, with default settings marked
in gray areas of Tab. 3. The model used in MAE, CAE,
and iBOT is ViT-B/16, while the model used in SimMIM is
Swin-B. Note that in this section, the public dataset D, is
ImageNet-1K, so p-values need to be below 0.05.

Decoder M,;. We experimented with decoders of vary-
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Dpub

Model - MIM Method 41— 00167 GOCO Places365
MAE 10=°  0.99 0.98 0.99
CAE 1072 0.99 0.99 0.97
iBOT 10~ 0.99 0.99 0.99
MaskFeat  107%  0.99 0.99 0.99
ViT-B/16  PixMIM 107° 099  0.99 0.99
BEiT 1072 0.93 0.99 0.96
BEIiT v2 107°  0.99 0.99 0.99
MixMAE 10~  0.95 0.94 0.99
EVA 10732 0.92 0.98 0.72
MAE 107%  0.99 0.99 0.99
ViT-L/16 CAE 107%  0.99 0.99 0.99
iBOT 1072 0.99 0.99 0.97
Swin-B . 003 099 0098 0.98
Swin  OMmMIMo o0 099 082 098

Table 2. The results (p-values) of DOV4MM on ImageNet-1K.
“IN-1K” represents ImageNet-1K. Note that the illegal (p should
be less than 0.05) and legal (p should be greater than 0.05) scenar-
ios correspond to the red and blue areas.

ing widths (number of channels), depths (number of Trans-
former blocks), and the number of attention heads, as shown
in Tab. 3a, Tab. 3b and Tab. 3c. The results indicate that
the scale of the M, does not have a significant impact on
DOV4MM. Surprisingly, when the M, is only 3% of the
size of M (ViT-B/16), DOV4MM still remains effective.

The size of the training dataset D; for M/ ;. We randomly
selected different sizes of D, from D,,,;, to train My, and the
results are shown in Tab. 3d. It indicates that the larger D,
is, the better the performance of DOV4MM. This is because
a very small D; cannot effectively teach M, how to recon-
struct embeddings. Experiments show that even when we
train My with only 10,000 images (0.8% of the ImageNet-
1K), we can achieve correct results.

Masking ratio. We evaluate DOV4MM at different mask-
ing ratios, and the results are shown in Tab. 3e. DOV4MM
is less sensitive to the ratios, and works well across a wide
range of masking ratios (30-90%).

K and N. Tab. 3f and Tab. 3g show the performance of
DOV4MM under different sampling iterations (X) and the
number of samples per iteration (), which indicates that
as K and N increase, the performance of DOV4MM im-
proves. This is because as K and N increase, more data is
used in the t-test, making the results more precise. Excit-
ingly, even with just 40,000 images for testing (3% of the
ImageNet-1K), we can achieve satisfactory results.

T-test’s object. We use AR or R as the object for t-test.
As shown in Tab. 3h, using only R does not yield correct
results (p-value exceeds 0.05).

4.5. Results on Masked Language Modeling

Masked modeling methods originated in natural language
processing (NLP), and we selected four masked lan-



Dim MAE CAE iBOT Blocks MAE CAE iBOT Heads MAE CAE iBOT |D:] MAE CAE iBOT
1286 107° 103 1073 4 107° 1073 1073 4 107% 107° 1073 10,000 10~%F 0.02 0.01
256 1075 107% 1073 6 10=¢ 103 1073 8 10~ 0.01 1073 20,000 10~° 1072 1073
512 107° 1072 1073 8 107° 1072 1073 16 107° 10~ 10~ 30,000 10°¢ 107% 107
768 107% 0.01 1073 10 1077 1073 1073 32 107% 001 1073 40,000 107¢ 0.01 1073

1,024 1077 0.01 1073 12 107% 001 1073 64 107% 1073 1073 50,000 10°% 1073 1073
(a) The width of M. (b) The depth of M. (c) The head number of M. (d) The size of Dy.

Ratio (%) MAE CAE iBOT K MAE CAE iBOT N MAE CAE iBOT T-test’s Object  SimMIM
30 10~ 1073 10°° 10 107 0.05 0.08 256 0.02 0.09 0.08 AR 0.03
45 107 107® 100®* 20 1077 0.02 1073 512 107* 0.10 1073 R 0.10
60 107 107® 107®* 30 107° 10°® 1073 1,024 107® 1072 1072
75 107° 1072 1002 40 10=% 107 107* 2,048 1071% 107* 10°°
90 107% 004 107® 50 107° 107® 107* 4,096 107 107° 1071°

(e) Masking ratio. (f) The iterations of sampling.

(g) Sample number per iteration.

(h) The object of the t-test.

Table 3. DOV4MM ablation experiments on ImageNet-1K. We report p-values. The default settings is: the decoder M, has depth 8, width
512 and attention heads 16, the size of the training dataset for Mg is 20,000, and the masking ratio is 75%. Sampling iterations and the
number of samples per iteration are 30 and 1,024, respectively. The object of t-test is AR. Default settings are marked in gray .

MIM Method Model w/o es w/ es (patience=15) Dy MIM Method Model w/oft w/ft

VIT-B/16  10°° 10°° VIT-B/16 10~° 10 %

MAE VIT-L/16 1076 1074 Food 101 MAE VIT-L/16 107% 107°

Table 4. We report the p-values of M, whose pre-training dataset iBOT Vi.T'B/ 16 10:: 10::
is ImageNet-100, with or without early stopping (es). ViT-L/16 10 10

MAE ViT-B/16 10~° 10°°

guage modeling methods, BERT [12], RoBERTa [34], AL- Places365 ViT-L/16 10~° 107°

BERT [27] and XLM-R [10], to evaluate DOV4MM. The iBOT VIiT-B/16 107? 1077

VIT-L/16 1072 0.01

training dataset of the suspicious model M, is subsets
of WikiText-103 [40], which contains text from English-
language wikipedia articles. We denote the subsets as
WikiText-103-50k and WikiText-103-100k, which contain
50,000 and 100,000 random samples from WikiText-103,
respectively. The training hyperparameters of M, are pro-
vided in the supplementary materials. Note that M, uses
“IMASK]” as the mask token for BERT/ALBERT pre-
training, and “<mask>" for ROBERTa/XLM-R. Since the
defender is unaware of M,’s mask token, we default to us-
ing “[MASK]” as the mask token in DOV4MM. Addition-
ally, apart from a 20% masking ratio, other parameters are
identical to those of visual DOV4MM.

The defender’s public dataset Dy, is one of the follow-
ing: the subset of WikiText-103 (the pre-training dataset
of M), CC-News [19], and MiniPile [24]. The results
are shown in Fig. 4, where DOV4MM can work in various
cases, indicating that it can effectively scale to NLP.

4.6. The Interference Resistance of DOV4MM

In this section, we study that whether DOV4MM remains
effective when facing more covert data theft. More experi-
mental details can be found in the supplementary material.

Early stopping. The suspect may use early stopping to pre-
vent overfitting. Therefore, we tested the performance of
DOV4MM under early stopping. Dy, is ImageNet-100,
and the p-value needs to be less than 0.05. As shown in
Tab. 4, DOV4AMM remains effective in this case.
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Table 5. We report the p-values of M, whose pre-training dataset
is ImageNet-1K, with or without fine-tuning (ft) on downstream
task. Dy is the downstream dataset, and “Acc” is the classification
accuracy of the fine-tuned M on the downstream task.

Fine-tuning M, on downstream task. Given M, pre-
trained on ImageNet-1K, we fine-tune it using on Food101
and Places365 for image classification, then DOV4MM per-
forms the test based on the logits output from M. Note that
in this case, the output of the fine-tuned M is logits, not
tokens. Therefore, when calculating the reconstruction dif-
ficulty, we no longer use the embedding mask £, but instead
calculate the reconstruction difficulty for the entire logits.
Moreover, the decoder is no longer a Transformer but in-
stead a simple three-layer fully connected network. Dy
is ImageNet-1K, and the p-value should be less than 0.05.
As shown in Tab. 5, DOV4MM can still work even when
defender has no access to the feature vectors.

5. Conclusion

In this work, we propose DOV4MM for verifying dataset
ownership in masked modeling. Specifically, we propose
the concept of relative embedding reconstruction difficulty
based on reconstruction characteristics of masked embed-
ding. The experiment demonstrates its effectiveness. Fu-
ture work includes (1) extending our method to other self-
supervised approaches; (2) protecting other types of data;
(3) exploring other privacy risks associated with encoders.
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